NORFOLK COUNTY OPERATIONAL
REVIEW INFORMATION
TECHNOLOGY

There will not be a modern functioning Registry of Deeds delivering
quality services if the IT Information Technology recommendations
affecting the Norfolk Registry of Deeds IT Technology Department are
adopted. These unsound policy recommendations as to the Norfolk
Registry of Deeds would lead to a loss of efficiency and negative
impacts on Registry operations. This would be a disservice to the
residents, Registry users, businesses and taxpayers of Norfolk County
and the Commonwealth of Massachusetts.

William P, O*'Donnell
Norfolk Registry of Deeds
Norlolk County Registry of Deeds
649 High Street Dedham, MA 02026
registerodonnell@norfolkdeeds.org
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POINTS OF AGREEMENT W

ITH REPOR'T

POINTS OF AGREEMENT

1. “WE FEEL THAT FROM A MANAGEMENT

PERSPECTIVE, THE IT OPERATIONS ARE BEING WELL
RUN CONSIDERING THE LIMITED STAFF.”

Sce page 10.5 of Information Technology per Mark Abrahams
Report previously dated 9-22-2021 now dated 10-6-2021

This quote alone should end this debatc and lead to a vote NOT
to implement the Registry IT Technology recom mendations.
There are too many negative impacts and bad outcomes that
could take place. Why change up patt of an operation that is
“peing well run” and has been “well run” for over 20 years?

_«___TT MAY BE PROBLEMATIC TO COMBINE THE TWO
NETWORKS...”

See page 10.5 of Information Technology per Mark Abrahams
Report previously dated 9-22-2021 now dated 10-6-2021

«WE WERE TOLD THAT CONSOLIDATING THESE TWO
NETWORKS WOULD BE PROBLEMATIC.”

Sec page 10.4 of Information Technology pet Mark Abrahams
Report previously dated 9-22-2021 now dated 10-6-2021

The Register of Deeds has the statutory authority and fiduciary
duty of running the Registry of Deeds. The Norfolk Register of
Deeds has had concerns about problems arising from converting
systems. These concerns are noted by the consultant offering
the IT Technology recommendations to the Norfolk County
Commissioners. This concern shows up at a couple of different
points in the Abrahams study. Why would you gamble and
jeopardize the operations and services of the Registry of Decds?



POINTS OF AGREEMENT WITH REPORL

3. «JT SECURITY IS NOT PART OF OUR SCOPL, AND WE ARE NOT
SECURITY EXPERTS...”
See page 10.5 of Information Technology per Mark Abrahams Report
previously dated 9-22-2021 now dated 10-6-2021

There are articles being written of the title to real estate property being
stolen from homeowners. There are increased cybersecurity risks and
ransomware taking place. It is absolutely incredible that
recommendations made by a consultant that does not appear to have
expertise in today’s world of technology would be followed.

4. “THOSE WE INTERVIEWED AND MET WITH OFTEN
MENTIONED THEIR CONCERNS ABOUT CYBER SECURITY AND
DISASTER RECOVERY PLANS.”

See page 10.6 of Information Technology per Mark Abrahams Report
previously dated 9-22-2021 now dated 10-6-2021

With almost daily reports of security breaches at major enterprises, it
may seem like it’s just a matter of time until cybercrime affects you,
According to the FBI, in 2020 there were more than 790,000 complaints
of suspected internet crime, with reported losses exceeding $4.2 billon.
See FBI Release the Internet Crime Complaint Center 2020 Internet
Crime Report, Including COVID-19 Yean Statistics, March 2021, fbi.gov

5 «GIVEN THE MINIMAL STAFF, THERE MAY NOT BE ANY
SIGNIFICANT STAFF REDUCTIONS POSSIBLE.. o
See page 10.3 of Information Technology per Mark Abrahams Report
previously dated 9-22-2021 now dated 10-6-2021

One of the purported rationales of the Abrahams Study was to develop
efficiencies and cut staff and/or costs. Asto Information and Technology
you are doing neither if the recommendations are adopted. The Registry
IT Technology Department is made up of 2 permanent positions. The
paid consultant acknowledges there will not be staff reductions. In fact,
later in the Abrahams Study on page 10.6 it is written, “The County may,
at some time in the future, consider hiring an I'T Security Officer.” This
s a recommendation to hire more staff not less. Ifthe Information
Technology (IT) vote is not about reducing stafl what is it about?



POINTS OF CONTENTION Ik ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

Please evaluate the following issues when you vote NOT to have an on-
site Registry Chief Information Officer and an on-site Registry IT
Technology Department working for and with the Registry staft, for and
with the Register of Deeds, for and with Registry stakeholders and users,
for and with municipal governments and for and with the general public.

1. MISTAKEN AND WRONG FACTS-MISTAKEN AND WRONG
RECOMMENDATIONS AND CONCLUSIONS

A.LETTER FROM JOHN BUCKLEY PLYMOUTH
COUNTY REGISTER OF DEEDS DATED 10-1-2021.

See Exhibit # 1 attached

B. LETTER FROM BARRY AMARAL BRISTOL COUNTY
REGISTER OF DEEDS DATED 10-6-2021
See Exhibit # 2 attached

These letters speak to the fact that Mark Abrahams as part of his
benchmarking study got his facts wrong. There are I'l' Technology
Departments at the Registries in Plymouth and Bristol County.
This fact Mark Abrahams got wrong when he delivered his report
dated 9-22-2021. This wrong fact led to a very bad as well as
mistaken conclusion by Mark Abrahams- the Norfolk Registry of
Deeds should not have an IT Technology Department.



POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

WRONG FACT

“«OUR BENCHMARKING STUDY INDICATED THAT THE
BRISTOL AND PLYMOUTH COUNTY REGISTRIES DO NOT
HAVE AN IT DEPARTMENT.”

Sce page 10.3 of Information Technology per Mark Abrahams
Report previously dated 9-22-202 1

See Fxhibit # 3 attached

ANOTHER WRONG FACT

“NEITHER (BRISTOL AND PLYMOUTH COUNTY
REGISTRIES) HAS A CHIEF INFORMATION OFFICER.”
See page 10.3 of Information Technology per Mark Abrahams
Report previously dated 9-22-2021

See Exhibit # 3 attached

Mark Abrahams had wrong facts when he delivered his 9-22-2021
report. Mark Abrahams had wrong, conclusions and
recommendations as to the Norfolk Registry of Deeds and its IT
Department when he delivered his 9-22-2021 report. Other
benchmarked Registries have IT and Technology Departments.
Doesn’t this logically lead to the conclusion that the Norfolk
Registry of Deeds should keep its on-site Registry I'T Technology
Department like the other Registries?



POINTS OF CONTENTION I ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

2. QUESTIONABLE METHODOLOGY AND A FLAWED
PROCESS BY CONSULTANTS

A.NO REGISTRY VISIT

Mark Abrahams was engaged since September of 2020 to do
a job. Between September of 2020 and the delivery of the
results of his study in the Fall of 2021 neither Mark
Abrahams nor anyone from his team came by the Norfolk
Registry of Deeds to observe any operations let alone that of
the Norfolk Registry of Deeds IT Technology Department.
There was no visit despite the fact that even during the
COVID-19 pandemic the Norfolk Registry of Deeds was
open for business and operational every work day.

B.NOT FAMILIAR WITH REGISTRY OPERATIONS

This paid consultant Mark Abrahams and his team never
studied a Registry of Deeds in Massachusetts or anywhere
else. Mark Abrahams as a consultant deals mainly with
schools. Since September of 2020 when M. Abrahams was
engaged by the Norfolk County Commissioners neither him
nor his team ever even visited the Norfolk Registry of
Decds to investigate and observe Registry operations. This
lack of familiarity and knowledge with Registry of Deeds
operations should be concerning given Mr. Abrahams’
troubling recommendation to eliminate the established
Norfolk Registry IT Technology Depariment and the
dangerous negative impacts of that recommendation.



POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

C. SL,OPPY AND UNPROFFESSIONAL METHODOLOGY

There is so much as to the Norfolk Registry of Deeds and the
Norfolk Registry of Deeds IT Technology Department that is
incorrect in the Abrahams Study.

Now the Abrahams Report which is dated October 6, 2021 on page
10.3 was changed to read as follows:

«OQUR BENCHMARKING STUDY INDICATES THAT
THE BRISTOL AND PLYMOUTH REGISTRIES HAVE
THE FOLLOWING STAFT. BRISTOL LIAS TWO DATA
PROCESSING MANAGERS, A TECHNICAL SERVICES
DIRECTOR AND AN MIS OPERATOR. THE
PLYMOUTH REGISTRY HAS AN INFORMATION
SYSTEMS DEPARTMENT HEAD AND STAFE.”

See Exhibit # 4 attached

Later in the Abrahams Report which is dated October 6, 2021 on
page 10.3 there was another change from the September 22, 2021
report which now reads as follows:

«OQUR BENCHMARKING STUDY INDICATED THAT
BRISTOL COUNTY HAS AN IT DEPARTMENT
CONSISTING OF A FULL-TIME IT ADMINISTRATOR
AND A PART-TIME INDIVIDUAL SPECIALIZING IN
NETWORKING AND SECURITY. PI.YMOUTH
COUNTY HAS ANIT DEPARTMENT AND STAF E*
See Fxhibit # 4 attached
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POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

Can we agree Mark Abrahams got this part of his IT Report wrong
in his initial 9-22-2021 Abrahams Report?

Ate you not bothered that Mr. Abrahams writes his benchmarking
study found or discovered the Plymouth and Bristol Registries of
Deeds have on-site IT Departments when it was actually two
letters from the Plymouth and Bristol Registers of Deeds that did?

This is another example of why the recommendations of Mark
Abrahams as to the Norfolk Registry of Deecds and the Registry of
Deeds IT Technology Department should be disqualified. The fact
is that Exhibit # 3 and 4 show that there were delctions and
additions made to the Abrahams Report. This goes to the
methodology, scholarship and integrity of the Abrahams Report
and its conclusions.

Furthermore, please note what Plymouth Register of Deeds John
Buckley wrote in his October 1, 2021 letter to Joseph P. Shea as
Chair and the Norfolk County Commissioners.

“I REQUEST THAT YOU STRIKE THAT
INACCURATE LANGUAGE FROM YOUR
NOW PUBLIC DOCUMENT. IT WAS
UNPROFESSIONAL FOR YOUR VENDOR
TO INCLUDE AN UNVERIFIED,
NEGATIVE COMMENT ABOUT OUR
OPERATION, WITHOUT HAVING A
CONVERSATION WITH ME OR WITH MY
ASSISTANT REGISTER.”

See Bxhibit # 1 attached



POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

The takeaway from the letters of the Plymouth and Bristol County
Registries of Deeds is that an on-site I'T Department is crucial “to
analyze and integrate technologies to improve services, increase
staff efficiency and reduce costs.” The Norfolk Registry I'T
Technology Department should not be altered ot changed because
to do so would negatively impact operations and services.

If the Registries in the chosen benchmarked counties of Plymouth
and Bristol have an on-site Registry IT Technology 1 Jepartment,
why wouldn’t the Norfolk County Commissioners put an end to
any recommendation to eliminate the on-site Registry I'T
Technology Department at the Norfolk Registry of Deeds?

If the County governments of the chosen benchmarked counties of
Plymouth and Bristol do not have any IT structure, then why
wouldn’t the Norfolk County Commissioners put an end to the
Abrahams consolidation proposal?

Put another way if the Registries in the chosen benchmatks
counties of Plymouth and Bristol have an on-site Registry 1T
Technology Department then the Notfolk Registry of Deeds should
have its own on-sitc Registry IT Technology Department. Please
note the Norfolk Registry of Deeds has had an on-site Registry I'T
Technology Department dating back to the 1970’s undet the tenure
of the 9t Register of Deeds Barry Hannon that was also continued
during the tenure of the 10" Register of Deeds Paul Harold.



POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

3. LISTEN TO INFORMATION TECHNOLOGY (IT) AND
CYBER SECURITY PROFESSIONALS

IntraSystems a technology and cybersecurity company is familiar with
both the general government County IT system and the Norfol k Registry
of Deeds IT system. IntraSystems has done work for both Norfolk
County and the Norfolk Registry of Deeds. IntraSystems performed an
[T Staffing Assessment dated July 2021 that was previously delivered to
the Norfolk County Commission. Compare the credentials of
IntraSystems to Mark Abrahams and David King of the Abrahams
Group when assessing best practices as to this very important
Information Technology decision.

A.INTRASYSTEMS LETTER DATED SEPTEMBER 27,
2021
See Exhibit # 5 attached

“The modern Registry of Deeds is a highly technical operation
that relies on a variety of hardware and software components
that interact in advanced ways.”

“During the COVID-19 pandemic where organizations faced
lockdowns across the country, many organizations struggled to
survive during this period; however, the Norfolk County
Registry of Deeds was able to maintain and improve operations
without risking the health of their employees or the public.”
“Achieving this track record of operation stability and excellence
required a dedicated and expetienced Registry of Deeds’ IT
team to provide specialized skills to keep the Registry’s
infrastructure environment running at peak performance. The
Registry of Deeds IT staff should be commended for their
innovative approach in servicing the Commonwealth.”



POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

“Tn reviewing the Abrahams I report, the interviewet states,
‘no security measures were taken into consideration for the
study.” However, recent published studies have shown IT stafl
are spending as much as 35% of their time responding to cybet
threats and risk mitigation.”

“Morcover, regarding shared staffing, we feel that not taking
security measures into consideration is a flawed report when
determining staffing requirements.”

“The Registry of Deeds, similar to other agencies, typically
operate with a limited staff due to budget constraints. However,
we have found that the Registry has done an excmplary job with
the number of IT staff members over the past years.”

“As the Registry of Deeds currently has a successful process in
place, IntraSystems recommends that you continue with this
process and not make any changes.”

Does anyone question the qualifications of an information technology
and cybersecurity company, IntraSystems? How could you compare
Mark Abrahams and/ot the experience of his IT person David King to
make IT technology assessments and recommendations to that of this
company IntraSystems?

Founded in 1996, IntraSystems is a highly respected IT consulting
company, managed services provider, and systems integrator that
specializes in the deployment and delivery of IT infrastructure,
virtualization services, security and cloud solutions.
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POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

B. INTRASYSTEMS IT STAFFING ASSESSMENT OF THE
NORFOLK REGISTRY OF DEEDS DATED JULY 2021
AND HIGHLIGHTED ASSESSMENT OBSERVATIONS.
See Exhibit # 6

This document was patt of a package previously delivered to the Norfolk
County Commissioners.

The IT Assessment done by IntraSystems is more in depth and accurate
than that done by Mark Abrahams. The I'T recommendations of Matk
Abrahams do not compare in terms of methodology, process,
qualifications and substance with that of IntraSystems. The Norfolk
County Commissioners should rely on the report of an Information
Technology Specialist, IntraSystems, in making their decision.

Why would the assessment, conclusions and recommendations of
IntraSystems be ignored?

4. FACTUAL MISTAKES AS TO INFORMATION AND
TECHNOLOGY

On page 10.6 of the Abrahams Report dated 9-22-2021 now dated 10-6-
2021 there is a mistake in the number of desktop systems for the County
and Registry. There are other mistakes. However, the failure to get the
number of desktops correct illustrates the lack of investigation and
failure to pay attention to basic detail by Mark Abrahams and his team
when it comes to the Norfolk Registry of Deeds. It is not just the
mistakes it is also the lack of Information Technology credentials
especially when compared to IntraSystems that should cast doubt on the
Abrahams IT Information Technology recommendations.
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POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

Another example of the shortcomings of Mark Abrahams and his report
as it relates to the Norfolk Registry of Deeds is the failure to quantify the
relatively large foot print of the Registry IT Technology System and
infrastructure relative to that of the general government side of Norfolk
County. The Norfolk Registry I'T Technology footprint as well as its use
and demands made upon it are so much larger and greater than that of
the IT technology footprint of Norfolk County. Some data to illustrate
this can be found in the attached graphs in Exhibit #7. Please keep in
mind the chosen benchmarked Bristol and Plymouth County offices do
NOT have an IT department or any IT employces. This is not to say that
Norfolk general County government should not have an IT department.
However, why would you adopt a recommendation that tears down and
harms the Norfolk Registry IT Technology Department? How can you
justify eliminating the Norfolk Registry I'T Technology Department _
when the benchmarked counties of Bristol and Plymouth general County
government chosen by the Norfolk County Commissioners, “DO NOT
HAVE AN IT DEPARTMENT OR ANY IT EMPLOYEES”

See page 10.2 Information Technology per Mark Abrahams Report
dated 9-22-2021

See Exhibit # 3 attached

5. ABRAHAMS DISMISSES CONTRARY OPINIONS AS
BIASED

Most documents of scholarship and study cite their sources of
information. It has been pointed out as to I'T Technology
recommendations if this was a court of law Mark Abrahams may not be
qualified as an expert to give an opinion on IT technology. Mark
Abrahams in many aspects of the [nformation Technology section of his

‘report just references unnamed individuals and sources. In a court of
law this would be rank hearsay with unidentified declarants.

12



POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

Even a high school book report is judged by citing sources of the
writer’s information. There are no cited sources by Mark Abrahams as it
relates to “IT consolidation” which is a nice way of saying “Regisiry I'T
Technology Department elimination”. Furthermore, anyone that
articulates a position contrary to the Abrahams IT recommendation is
dismissed as bias.

«TWO INTERVIEWEES STRONGLY SUPPORT HAVING THE
DEPARTMENT FALL UNDER THE REGISTER, GIVEN THE
IMPORTANCE OF THE BROWNTECH SYST EM AND THE
REVENUE IT GENERATES FOR THE COUNTY. IT SHOULD BE
NOTED THAT BOTH INTERVIEWEES HAVE WORKED FOR THE
REGISTRY IN THE PAST AND THEFORE HAVE PRACTICAL
KNOWI.EDGE OF THE OPERATIONS, BUT THEY SHOULD ALSO
BE CONSIDERED TO BE BIASED.”

See page 10.8 Information Technology per Mark Abrahams Report
dated 9-22-2021 now dated 10-6-2021

The Registry of Deeds is informed and believe these two interviewees
are former Registry Chief Information Officer Chuck Phelan (2002 to
2008) and recently retired Registry Chief Information Officer James
Limbey (2008 to 2021). The services of both these gentlemen to the
Norfolk County should be applauded. If these are the two interviewees
both individuals are experienced in technology and cybersecurity, are
accomplished in their field and are very knowledgeable. If these are the
two interviewees, each have demonstrated integrity and professionalism
in executing their duties in serving Norfolk County. Instead of being
summarily dismissed as biased it might behoove County decision
malers to listen to what each of these individuals has to say. At least the
two gentlemen named above have Information Technology expertise.

13



POINTS OF CONTENTION IF ASSESSED LEAD

TO REJECTING IT TECHOLOGY
RECOMMENDATIONS

Much of the Abrahams Report is unnamed individuals who are not
identified who may or may not have any Information Technology skills,

knowledge or expertise.
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VOTE DOWN THE ABRAHAMS ['1

TECHNOLOGY RECOMMENDATION S

CONCLUSION

The Norfolk Registry of Deeds needs to get on with its business and not
be distracted dealing with these bad public policy recommendations.
Vote immediately to keep the on-site Registry Chief Information Officer
(CIO) and the on-site Registry IT Technology Department. The
Registry CIO has been voted as a “temporary employee”. The
continuation of this designation as a temporary employee as opposed 1o
a permanent employee with all the benefits of a permanent employce is
anti-worker. The “temporary employee” designation does not help in
retaining or attracting qualified information technology employees and
job candidates. It is reckless not to bring this issue to a final and
definitive close immediately.

The Abrahams recommendations fail to recognize that the Registry IT
Technology Department has been instrumental in implementing
numerous modernization initiatives at the Norfolk Registry of Decds.
Technology drives services to registry users and also protects the
sceurity of the data and land records that are used to authenticate the
legal real estate title to your home and property. The solid foundation of
technology at the Norfolk Registry of Deeds will crumble without a
permanent on-site Registry CTO and without an on-site Registry IT
Technology Department. The Abrahams recommendation fails to
recognize how essential and critical to the functioning of an independent
and modern Registry of Deeds that an on-site Registry CIO and on-sitc
Registry 1T Department that has been working at the Registry of Dceds
Building for decades are.

This recommendation is an attack on the on-site Registry I'1' Technology
Department and the operations of the Norfolk Registry of Deeds. The
decision to vote for this recommendation is unimaginable in this day and
age of technology as well as cybersecurity risks and ransomware. It just
makes absolutely no sense and lacks any appropriate rationale to
implement. A vote to accept the Information Technology

15



VOTE DOWN THE ABRAHAMS I'T
TECHNOLOGY RECOMMENDATIONS

recommendation that removes or eliminates in any way the on-site
Registry CIO and the on-site Registry IT Technology department at the
Registry of Deeds Building that works with and for the Registry staff,
that works with and for the elected Register of Deeds, that works with
and for Registry users, that works with and for the municipal
governments of Norfolk County and that works with and for the general
public as has been done for decades is an unsound public policy
decision. A vote to adopt this Information Technology recommendation
has so many possibly bad outcomes but in essence harms the operations
of the Norfolk Registry of Deeds and all who rely on its services.

Thank you for your consideration.
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o PLymoutH CounTy REGISTRY OF DEEDS
50 OBERY STREET, PLYMOUTH, IMIA 02360

(608) B30-9200
FAX (608) 830-9221
. www.plymouthdesds.org
JHN R. BUCKLEY, JR., Esquire TIMOTHY H. WHITE, Esquire
REGISTER ASSISTANT REGISTER
MARILYN L. MARVILL
: - CHIEF EXECUTIVE ASSISTANT
M, Joseph P, Shea, Chafrman : JOHN ZIGOURAS II
Norfolk Covnty Commissioners DIRECTOR OF QPERATIONS
614 High Street October 1, 2021
De:l]lmm,, Massachusetts 02026
1‘_ Ro: Abtaham Raﬁmrt By Regular Mail & Email

Dear Chairman Shes;

T am wiiting to yon and your other commissioners about a mattor that is of groat concern
to e, Ihave been following with interest the dovelopment and subsequent release of portions of
your contractéd Best Practices Review by the Abrahams Group. Irecently read on yonr website
the rolease of the Phase IT portion of the final 1eport relating fo information technology, On page
10.3 Registry of Deeds IT, the repoxt states that the Plymouth Counly Registry of Deeds does
“not have an IT Department” and olearly itplios we have no IT staff, "Theso stateraents aro
totally inaceuiate and in my opinion negatively reflect o all the great work that my predecessor
in this office and that T have tried to continue over the last forty (40) years, Irequest that you
stiko that inaconrate language from your now public document. It was unprofessional for your
vendor to include an unverifled, negative comment sbout our operation, without having a
conversation with me or with my Assistant Reglster.

The Plymouth Connty Registty of Deeds has had an IT Department and staffing sinco the
late 1970s. 'We have weeldy meetings with our IT Department head, who operates as our Chief
Tnformation Officer, With the support of ow: IT Department ovr rocords ave gvailable to the
world from the aurival of the Mayflower to ourrent, None of this would have been acéomplished
without our IT staff. Tn addition, we have had online internet xesearch of our records in place
since 1995, This IT contributlon generates siguifioant funding towatds the coutty budget, The
sexvieing of those accounts would not be possible without an in-house IT Deputient.

However, the mgin. point of this coxvespondence Is that if you ox anyone publishes o
Tepott on your behall veferences the Plymonth County Registty of Doeds operation, 1 request that
you give us the courtesy of a phone call. My divect number is (508) 830-9298, <

Sinegrely, B
J hn/ﬂ Bagﬂuy, I, G@
Flymouth Covinty Register of Deeds






~ Commonturith uf Mgsachusetts
BRISTOL COUNTY REGISTRY.QF DEEDS

NORUHIRN DISERIOn
11 OO BRI - SAUNION, MA0ATL0
i, (FOS) 622-0802
Tux (B08) BU0-LTH
Adhin, ek (508) 421-2102
Toglsten www.bavmtondends.eom

October 6, 2021

Joseph P. Shea, Chalrman
Morfoll; County Commissloners
614 High Street

Dedham, MA 02027

Re: Norfolk County Operational Review — Information Technology

Dear Chalrman Shea,

Aftar raviewing the Informatlon Technology section of the Narfolk Couynty Opetational Review
submitted by the Abrahams Group dated September 22, 2021, | would lke ko make you aware of a
discrepancy In the statements regarding the IT department in Bristol County Reglstries, The
Northern Bristol County Reglstry of Deeds has an IT department consisting of a full-time IT
Administrator {equivalent to a CIQ) and a pari-tima individual specializing In networldng dnd
security. The department sets madernization goals, maintains technology policles and procedures,
monitars all systems, and reviews and recominends new technology for the Reglstry's specific
neads. '

~ The IT Administrator reports directly to the Reglster of Daady and dversees multiple complex
programs and technologles that se amlessly work together to provida services to the general public,
other public agenclds, lawyers, and real estate professionals. Thelr expertise allows them o assess
echnlval jssues quickly and contact the appropriate yendar or resolve the sttuation in-house. The
iT Adminlstrator’s eonslderable knowledge of Reglstry operations was cryclal in minimizing
interruption in service and was instrurnental In the Reglstry providing unintermptéd service duning
the halght of the COVID epidemic, In additlon, having tha I department at the Reglistry has
allawad us to. analyze and infegrate technologles o improve seivices, increase staff efflclency, and
reduce costs.

Sincerely,

S oo/

Reglster of Deéds
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Norfolle Counly Operationgl Review Information Technology

2. Staffing
Findings
NCAHS

The curront NCAHS IT related staff consists of two positions, an IT director, and a data manager,
as shown on the following table. On the academic side, working collaboratively with the IT
Director, is an Instructional Technology Specialist. '

Academie Assistanl
Prineipul
Son Crowloy

| ---- I
L.
-

Iustructionnl Teehnology
Specialist
[Lebgoen DeMarco

Direclor
Mace Caouetbe -

Datn Manager
Putrleln Olen

The dlitectol s responsible for the entite non-instructional operation, The data manager is primarily
responsible for the student Infoxmation system, J.PASS and related tasks and reports, She does
provide some technical suppott to the IT operation, There is also an instructional technology
specialist primarily works with the teachers and students on instructional technology systems and
provides some technical support to the IT operation, Flowever, the instructional technology
specialist is not part of the IT organization,

It should be noted that it is very difficult to compare school techuology staffs due to the different
titles and organizations used in difforent school systems. Some stalf may have duties that are part
educational and patt technical. Those staffers may show up as technical in one district and
educational in another district. From the data we have been nble to collect it appears that, in most
cases, each agricultural and regional vocationul school hus a technology director, The agricultural
high schools have minimal staff, one or two positions, such as NCAHS. The regional vocational
schools seem to have more IT staff, anywhere from 4 to 11 positions.

Couniy IT

The County IT department has one position, IT divector who is a divect report to the County
Ditector as shown on the following table. e

" Counfy Director ‘; h L"' Z
lnhi:rﬂmulu : 9“, vl ‘f \ 1

: flo VO

Data Processing/I' Director
Mark MacDoneld

muhmarking study of the Bristol and Plymouth County olfices indicated that do not have an
IT department or any IT employees. The Counly Directors perform these functions.

K 102 W“"“d ?:tnwarlf"
A 40 ek W F4 Dl‘mr vt o [l

il B e R, | M'k- 7
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Norfolle County Operational Review 2 Information Techology
Registry of Deeds IT

The Registry has a Chief Information Officer (CIO), along with a netwotl administeator and a parl
time technician as shown on the following table.

Roegister of Docds Clifef Information
William O'Daonnell Offiver
[ichnrd Haleh
[ 1
ﬂ’ MNelwork Administrator Techpiciun (1*T)
r"‘l Doniel Caparratéa Cole Capobisneve

A
% Our benchmarking study indicated that the Bristol and Plymouth County Registries do not have

an IT department. Bristol has two Data Processing Munagers, a Technical Sexvices Director, and
an MIS opetator, Neither has a Chief Information Oflicer.

Reconmmendation

Given the minimal staff, there may not be any significant staff reductions possible, In the
Consolidation section below, we will discuss possible options for changing the stafling to create
efficiencles,

3. Software

“This section focuses on the deployment and support of software that is used to manage the County.
It is impoxtant that this software be appropriate, up to date, and supporled by the technology staff,

Findings
NCAILS

The high school uses Google for Education, i liee suite of educational applications, for many of
its functions including email. Google is also used for legally mandated email retention.

They use I-PASS for their state mandated student information system and some of their human
resource functions. They are considering replacing this software with a newer systeni.

They use TeachPoint for their mandated teacher evaluation syslem.

NCAHS is connected through a VPN to the County’s Infinite Vision software for {inanciol
opetations.

Couniy IT

Other than operating Infinite Visions, the County IT department operales & standaid suite ol
Mictosoft products, The County is working on & major cloud-based upgrade to Infinite Visions
outline elsewhere in our report. They are also upgrading their Microsoft softwares and expanding
the utilization of the iVisions soltware.
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2. Staffing
Findings
NCAHS

The cusrent NCAHS IT related staff consists of two positions, an IT director, and a data manager,
as shown on the following table, On the academic side, working collaboratively with the IT
Director, is an Insltuctional Technology Specialist.

Acadomie Assistand
Prlncipnl
Sean Crowley

Director
Mate Caouelts

it e bt

-
S
———

! . Ipsteuctional Fechnology
D "
uta Mannge Spectalst

Puiricin Ol
uiricin Olen Robeeea Doldareo

The directol is responsible for the entive non-lnstructional operation, The data manager i primarily
rosponsible for the student information system, 1-PASS and related tasks and reports. She does
provide some technical suppoit fo the IT operation. There is also an insteuctionul technology -
specialist primarily works with the teachers and studets on insteuctional technology systems and
provides some technical support to the IT operation, However, the instructional technology
specialist is not part of the IT otganization,

It should be noted that it is very difficult to compate school technology staffis due to the different

titles and organizations used in different gschool systems. Some staff may have duties that are part

educational and part technical. Those staffers may show up as technical in one distriet wnd

educational in another district. From the data we have been able to collect it appears that, in most
cases, each agricultural and regional vocational school has a technology director, The agricullural

high schools have minimal staff, one or two posltions, such as NCAHS. The regional yocational

schools seem to have more IT staff, anywhere from 4 to 11 pusitions.

County IT

The County [T department has one position, I diveetor who is a direct report to the County
Director as shown on the following table.

Joln Cronin

]
Data Processing/IT Director J

County Divector J

el MagDonald

Our benchmarking study of the Bristol and Plymouth County offices indicated that do not havoan
I'T department or any IT employees. The County Directors petform these functions.

10.2
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Registry of Deeds IT

The Registry has a Chief Information Officer (CIO), along with a network administrator and a part
time technician as shown on the following table.

Repister of Decds Clhilol Informntion
William O°Donnell Otileer
- Richoed Latch
i 1
MNetworle Administrator Technician (PT)
Dunlsl Caparrolta Cols Capobinnove

Our benchmatking study indicated that the Bristol and Plymouth County Registrles do not have
an [T depm‘_hnent. Bristol has two Data Processing Managors, a Technical Services Divector, and
an MIS operator, Neither has a Chief Information Officer.

Recommendation

Given the minimal staff there may not be any significant stalf reductions possible. In the
Consolidation section below, we will discuss possible options for changing the staffing to creale
efficiencies.

3, Soliware

This section focuses on the deployment and support of soflware that is used to manage the County.
1t is impaortant that this software be appropriate, up to date, and supported by the technology staff.

Findings
NCAHS

The high school uses Google for Education, u fiee suite of educational applications, for many of
its functions Including email. Google is also used for legally mandated email rotention.

They use I-PASS for their state mandated student information system and some of their humnan
resource functions. They are considering replacing this software with a newer system,

They use TeachPoint for their mandated teacher evaluation system.

NCAHS is connected through a VPN to the County’s Infinite Vision sofiware for financial
operations.

Connty IT

Other than operating Infinite Visions, the Counly 1T depariment operales a standurd suite of
Microsoft products. The County is working on a major eloud-based upgrade to Infinile Visions
outline elsewhere in our repoit. They ure also upgrading their Microsoft softwares and expanding
the utilization of the iVisions software.

10.3
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2. Staffing

Tindings

NCAHS

The cutrent NCAHS IT related staff consists of two positions, an I director, and a data manager,
as shown on the following table. On the academio side, woiking collaboratively with the IT
Director, i an Instructional Technology Speclalist.

o ]
Divector Acndomic Assistant
Mare Caouette Principal
Hean Crowloy
T s 1 N
" Dati Manager Tustruciional Technology
i Specinlist
tleia O
Egioka e Rebezeea DelMarco
/“‘_'H_H__\ - )

The ditector is responsible for the entite non-instructional operation, The data managet is primarily
responsible for the student information system, I-PASS and related tasks and reports. She does
provide some technical support to the IT operation, There is also an instructional technology
specialist primazily works with the teachers and students on instructional technology systems and
provides some technical suppost to the IT operation. However, the insteuctional technology
specialist is not part of the IT organization.

Tt should be noted that it is very difficult to compare sohool technology staffs due to the differont
titles and orgunizations used in different school systems. Some staff muy have duties that are part
educational and part technical, Those staffers may show up as technical in one district and
educational in another distict. From the data we have bean able to collect it appoars that, in most
cases, each agricultural and regional vo cational school has a technology ditector. The agricultural
high schools have miniral staff, one or two positions, such as NCAHS. The regional vocational
schools seem to have more IT staff, anywhero from 4 to 11 positions.

County IT

The County IT department has one position, IT dlxuctai‘ who is a divect report to the County
Ditector as shown on the following table.

County Dircetor
John Cronin

|
Data Processing/I'T Divector
Matk MucDonald

@:‘;;“‘“* brom @-20-2021 veppovt cleleted (:.“’““:‘"
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staff. Bristol has two data processing mavagers, & technical services director and an MIS operator.

mclunaﬂdng study indicated that the Bristol and Plymouth registries have the fu]iuwb

h_The. Plymouth registry has an information systems depurtment head and staff,

County has an IT dopartment and staff,
I|I|.h'""""—'-l--_

Registy of Deeds I Tla) wu) C«h““‘jr-‘l B;um fNe G- 22'..2{)‘2,\
wil

v
The Registry has a Chief Information Officer (CI0), along witha notwork administrator and a part H’PU )-
time technician as shown on the following table,

Register of Deeds Chief Information
Williom O'Donneli e Officor
Richavd Hatch
|
Notworl Administeator ‘Lochnician (1Y)
Daniel Caparcotia Cole Capoblancvo
I I e

Out benchmarking study indicated that Bristol County has an IT department consisting of a full-
time IT administrator and a part-time individual specializing in networking and security, Plymouth

Recommendation ﬁ;s W G J cnenyrd b-v . Tt q-t- Zve | ‘}
v

Given the minimal staff, there may not be any significant staff reductions possible. In tho ﬂPU
Consolidation section below, we will discuss possible options for changing the staffing to create
efficiencies.

3. Software

This section foouses on the deployment and suppost of softwato {hat is used to manage the County.

_ 1t is important that this software be appropuiate, vp to date, and suppotted by the technology stail.

Findings
NCAITS

The high school uses Google for Education, a free suite of educational applioations, for many of
its functions including email. Google is also used for legally mandated email retention,

They use L-PASS for their staie mandated student information system and some of their human
resource funotlons. They arc considering replacing this software with a nower system.

They use TeachPoint for their mandated teacher evaluation system.

NCAHS s connected through a VPN to the County’s Infinite Vision software for financial
operations.

10.3
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2. Staffing

Tindings

NCAHS

The current NCAHS IT related statf consists of two positions, an LT director, and a data manager,
as shown on the following table. On the academic side, working collaboratively with the IT
Dircetor, is an Instructional Technology Specialist.

Divector Acadomic Asslstant
Mare Caouetie Principal
Senn Crowlay
' Datd Manaper Tnstyuctional Technology
Patrleia Olen Specinlist
Rebecea Deldavco I

S
The ditector is responsible for the entite non-instructional operation, The data managor is primarily
responsible for the student information system, -PASS and related tasks and reports. She dovs
provide some technioal support to the IT operation. Thete is also an instructional technology
specalist primatily works with the toachers and students on instructional technology systems and
provides some technical suppost to the IT operation. However, the instructional technology
specialist is not part of the IT organization.

It should be noted that it is very diffioult to compare school technology staffs due to the ditferent

titlos and organizations used in different school systems, Some staff may have duties that ate patk
oducational and patt technical, Thoso staffers may show up as technical in one distriet and
educational in another district, From the data we have been able to collect it appours fhat, in most
cases, each agricultural and tegional vocational school has atechnology direoior, The agricultural
high schools have minimal staff, one ot two positions, such as NCAILS. The regional vocational
schools seem to have more IT' staff, anywhere from #4 1o 11 positlons, '

County I'T

The County IT department has one position, IT diractui' who Is a direct teport to the County
Ditector as shown, on tho following table.

County Direetor
Joln Cronin

|
Data Processing/I'T Director l

Manrl MacDonald

10.2
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Our benchmarking study indicated that the Bristol and Plymouth ropistries have the following
staff. Bristol has two data processing managers, a techulcal services director and an MIS operator.
The Plymouth registry has an information systems depurtment head and staff.

Registry of Deeds 1T

‘The Rogistvy has a Chief Information Officer (CIO), along with a network administrator and a part
time technician as shown on the following table.

 Rogister of Deeds Chief Infovmation
Willlam Q'Donuell M Oilicer
iohard Hatch

Notworle Administrator
Danlel Caparrotia

Teechniclan (P'T)
Cole Capobianevo

Out benchmarking am(ly indicated that Bristol County has an IT department consisting of a full-
time IT administeator and a pari-time individual specializing in netwoilding and security, Plymouth
County has an IT depatiment and statf,

Recommondation

Given the minimal staff, there may not be any significant staff reductions possible. In the
C'onsolidation section below, we will discuss possible options for changing the staffing to creato

efficiencies.

3. Software

This section focuses on the deployment and suppott of software that is used to manago the County.
It is important that this software bo appropriate, up to date, and supportod by the technology stalf.

Tindings
NCAHS

The high school uses Google for Rducation, a fiee suite of educational applications, for many of
its fanctions including email. Google is also used for legally mandated email retention.

They use I-PASS for their state mandated student information system and some of their humen
resource functions. They are considering replacing this software with a newer system,

They use TeachPoint for their mandated teacher evaluation system.

NCAHS is connected through a VPN to the County’s Infinife Vision softwate for finamcial
operations. :

10.3
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2, Staffing

Findings

NCAHS

The current NCAHS IT related staff congists of two positions, an 1T ditector, and a data managef,
as shown on the following table. On the academic side, working collaboratively with the IT
Director, is an Instructional Technology Specialist.

Direotor Acndomic Assistant
Mare Caouetto Prinelpal
Seun Crowley

l e = I
lustructional Technology
Specialist
Rubeeon DelMareo

Data Mannger
Paivicin Olen

The directot is responsible for the entite non-instructional operation, The data manager is primarily
responsible for the student information systom, [-PASS and related tagks and reports.  She does
provide some technical support to the IT operation. T here is also an instructional technology
specialist primarily works with the teachers and students on insituctional technology systems and
provides some technical support to the IT oporation. However, the instructional technolopy
specialist is not pact of the IT organization.

Tt should be noted that it is very difficult to compate school technology staffs due to the different
titles and otganizations used in different school systems, Some stafl may have duties thut ave patt
educatlonal and patt technical. Those statfers may show up as technical in ono district and
educational in another disteict. From the data we have been able to collect it appears that, in most
cascs, each agricultural and regional vocational school has a technology director, The a griculiural
high schools have minimal staff, one or two positions, such as NCAHS. The regional vocational
schools seem to have more IT staff, anywhere from 4 to 11 positions,

Connty IT'

The County IT department has one position, IT director who is a direct report to the County
Director as shown on the following table. Y

hve
County Divector g ‘q z{f
John Cronin o~ ;l' m%“ ?"1
L == N\lﬂ
Data Provessing/I'T Divector
Mark MaeDonald

o SO

/ﬁ;ﬁmchmarking study of the Bristol and Plymouth County offices indicuted that do not have an
IT dopartment or any IT employees. Thoe County Directors perform these fumctions.

\ Hie B Y cw"'ﬂaﬂ/r#.
A 46 Segeek Why 7 9,_:m1' hver J":I' : flﬂ";‘

o o can VYD) A wad ol




o 0 22-evt

Norfolle County Operational Review Information Technology
Regisiry of Deeds IT

The Registry has a Chief nformation Officer (CIO), alopg with a network administrator and a part
time technician as shown on the following table.

Register of Deeds Chiel Informution
Willlwm O’ Donnel| Offleer
Rihard Hatah
I ]
“, : Metwork Adudnistrator Teehnican (1)
| y"‘l Doaniel Caparvotta Cola Capobimmeve

S —
% Out benchmatling study indicated that the Bristol and Plymouth County Registries do not have
an IT department, Bristol has two Data Processing Managers, a Technical Services Director, and
an MIS operator, Neither has a Chief Information Officer.

Recommendation

Gilven the minimal staff, there may not be any significant statf reductions possible. In the
Consolidation section below, we will discuss possiblo options For changing the staffing to create

efficiencles.
3. Sofiware

This section focuses on the deployment and support of softwate that is used to manage the County.
It is important that this software be appropriate, up to date, aud supporied by the technolopy staff,

Findings

NCAHS

The high school uses Govgle for Education, a free suite of educational applications, for many of
its functions including email. Google Is also used for legally mandated email retention.

They use I-PASS for their state mandated student information system and some of their human
resoutce functions. They are considering replacing this software with u newer system.

They use TeachPoint for their mandated toucher evalualion system,

NCAHS is connected through a VPN to the Couniy’s Infinlte Vision software for financial
operations,
Conniy IT

Other than operating Infinite Visions, the County IT departiment operales a standaid sulte of
Microsoft products. The County is wotking on a mujor cloud-based upgrade to Inflnlte Visious
outline elsewhere in our report, They are also vpgtading their Miciusoll softwares and expanding
the utilization of the iVisions software.

10.3
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2. Staffing
Findings
NCAHS

The current NCAHS IT related stafl congists of two positions, an IT divector, and a tlata manager,
as shown on the following table. On the academioc side, working collaboratively with the IT
Director, is an Instructional Techuology Specialist.

Director Acndomie Assistnnd
Maie Caouelte Prineipal
Sewn Crowley
' Dain Mannger |II$[I.'IIQ“I:I5HFI|. Fechnology
Patricin Olen Specinlist
Ruobecca Debdnroo

The dizcctol is responsible for the entire non-insteuctional operation. The data manager is primarily
respongible for the student information system, I-PASS uud related tasks and xeporls. She does
provide some technical suppott to the IT operation. There is also an instructional technology -
specialist primarily worls with the teachers aud students on instructlonal technology systems and
provides some technioal support to the IT operation. However, the instructional technology
specialiat is not pact of the IT organization, )

It should be noted that it is very difficult to compare school technology stafli due to the different
titles and organizations used in different school systems, Some staff may have duties that ave part
educational and part techunical. Those staffers may show up as technical in one digtrict and
educational in another district. From the data we have been able to collect it appeats that, in most
cases, sach agricultnral and regional vocational school has a technology director, The agricultural
high schools have minimal staff, one or two positions, such as NCAHS. The reglonal vocational
schools scem to have moro IT staff, any where fiom 4 to 11 positions.

Conrniy IT

The County [T department has one position, IT director who is a direct repoit to the County
Ditector as shown on the following table. '

County Director
Jolin Cronin

|
Duta Procossing/IT Divector
Mark MuacDonald

Our benchmarking study of the Bristo! and Plymouth County offices indicated that do not have an
IT department or any IT employees. The County Dixectors perform these functions.
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Regisivy of Deeds IT

The Registry has a Chief Information Ofticer (CI0), along with a network administrator and a patt
time technician as shown on the following table.

Rogister ol Decds | Chief tutormation
William O Doguell Olflear
Richard Match
[ )
Medwork AdmInisteator Teehnicinn (PT}
Daniel Capariolta Colo Capobinnovo

Our benehmatking study indicated that the Bristol and Plymouth County Registrles do not have
an IT depattment, Bristol has two Data Provessing Managers, a Technical Services Divector, and
an MIS operator. Neither has a Chief Information Officer.

Recommendation

Given the minimal staff; there may not be any significant staff reductions possible. In the
Consolidation section below, we will discuss possible options for changing the stafting to create
efficiencies,

3. Sofiware

This section focuses on the deployment and support of software that Is used lo manage the County.
It is important that this soflwate be appropriate, up to date, and supporled by the technology staff.

TFindings
NCAHS

The high school uses Google for Bducation, a fiee suite of educational applications, for many of
its functions Including email. Goople is also used for legally mandated email retention,

They use I-PASS for their stutg mandated student information system and some of their human
resource functions. They are considering replacing this software with o newer system.

They use TeachPoint for their mandated teacher evaluation syslens.

NCAXS is connected through a VPN to the County’s Infinite Vision software for finungial
opelations,

Counfy IT

Other than operating Infinite Visions, the County IT department operates a standard suite of
Migrosoft produets. The County is wotking on a major eloud-based upprade o Infinite Visions
outline elsewhere in our teport, They are also upgrading their Microsoft softwares and expanding
the utilization of the [Visions soflwate.

10.3
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September 27, 2021

hr, Willlarn O'Donnell

Reglstrar

Norfolk County Reglstry of Deads
649 High Street

Dedham, MA 02026

Dear Bill,

In response to the consultant study provided by Abrahams IT, IntraSystems feels it Is Imperative to restala our concerns
and recommendations as It relates to having a dedicated IT staff at the Narfolk Registry of Deeds. As concluded in our
consulting engagement, below are thrae (3) kay critical factars uncovered;

1. Dramaticincrease of technical operation and the lmpact of COVID-19 | The madern Reglstry of Deeds s a
highly technical operation that relles on a va flety of hardware and software components that Interact in advanced
ways, There Is an expectation that the services of the Registry will always be available when officially stated - with a
further expectation that the online data is availabla around the clock. During the COVID-19 pandemic where
organlzations faced lockdowns across the cauntry, many organizations struggled to survive during this perlod;
howevar, the Norfolk County Reglstry of Deeds was able to maintaln and improve operations without risking the
health of thelr employees or the public.

Achieving this track record of operation stability and excellence required a dedicated and experlenced Reglstry of
Deeds' IT team to provide specialized skills to keep the Reglstry's Infrastructure anvironment running at peak
performance. The Reglstry of Deeds IT staff should be commended for thelr Innovative approach in servicing the
Commonwealth,

2, Impact of Cybersecurity threats | Cybersecurity threats and ransomware are running rampant within many
arganlzations, cities, towns, and agoncles throughout the Commonwaalth. Many of the cyber threals are targeted
at organizations with limited staff who ara required to protect critlcal data. The Registry of Deeds certainly falis
under these critlcal areas.

In reviawing the Abrahams IT report, tha Interviewer states, "no securlty measures were taken Into consideration for
the study.” However, recent published studles have shown IT staffs are spending as ynuch as 35% of thelr time
responding to eyber threats and risk mitigation. It's lmportant to note that lntraSystems fias been providing
solutlons for cybersecurlty for over 25 yaars. IntraSystems’ experlenced and highly certified team of
dedicated englneers understand the time burden that organizations’ IT staff face in performing sectirity
tasks, Typically, these functions nrarparfnrmad in @ manual process as they fiave limited budget for security
autoniation. Moreover, regarding shared staffing, we feel that not taling security ineasures into
consideratian Is a flawed report when determining staffing requirements.

iy 1L P—

35 BRAINTREE HILL OFFICE PARK, SUITE 302 | BRAINTREE, MA 02084
781.986.1700 | 781.986.1007 (F) | WWW, IHTRASYSTEMS . COM



Mr. Willlam O'Donnell

Page 2

2. Backup of IT Dutles and Training | Tha Reglstry of Deeds, similar to other agencics, typically operate with a
limited staff due to budget constraints, However, we have found that the Reglstry has done an exemplary job with
the number of IT staff members over the past years, Addltionally, the Registry of Deeds has a successful process in
place for continued training and Internal backup duties and responsibllities durlng vacation and personal days as
well as genaral time constraints of staffing. Changlng the current dedicated, successful model could expose the
Reglstry to unwarranted disruption of services to the Commonwealth. As the Registry of Deeds currently has a
successful process in place, InfraSystems reconumends that you continue with this pracess and not make any

changes.

Bill, if you would like to further discuss, please do not hesilate to contact me at 617.549.8071 or via email at

pkunze@Intrasystems.com. IntraSystems values our partnership with the Narfolk Country fleg Istry of Deads and is here

to assist in any way,

Past wishes,

":Hgﬁ'_':m

Paul E Kunze
Vice President; Sales 8 Marketing

PEK/






COUNTY OF NORFOLK
COUNTY OF PRESIDENTS

REGISTRY OF DEEDS

NORFOLK REGISTRY DISTRICT OF THE LAND COURT

TLLIAM. P, O'DONNELL
REGISTER OF DEEDS
ABEISETANT RECORDER OF THE
LAND COURT

REASONS TO SIGN THE REGISTRY CHIEF INFORMATION OFFICER PLERSONNEL
PAPER JULY 21, 2021

On behalf of the staff at the Norfolk Registty of Deeds and those that use and depend on the
services of the Registry of Deeds wo do not seek confrontation. We gseel resolution. At so many
levels the good policy, the right decision, the most beneficial outcome is to immediately hire the
Registty CIO. Well intentioned administrative ptoposals can produge undesirable situations.

*he on-site Registry CIO needs to be immediately hired. Itis getting more urgent since June
30%, T will not repeat all the arguments from that date. It was established that the Registry CIO

is an essential employee.

“Back on June 30™ one of the opposing commissioners said from the minutes..... there are only a
fow weeks to view the Abrahams Group findings...”

*ore we are 3 weeks later and there is no appointed Registry CIO and no Abrahams Report, The
on-sitc Registry CIO position has been in existence for 20 years. The on-site Registry CIO
position went through the budget process between February to May and is funded. The Registry
of Deeds pays for the CIO position. It is a position and as someone that is tasked with running
the Registry of Deeds we need the Registry CIO filled immediately with a positive vote today.

*An outside IT Specialist Company did an assessment of Registry IT stafling. This report and
assessment was sent to you.

Tntrasystems’ Report says many things but here ave two:

1. At present the Registry of Deeds (IT) is understatfed.
2. Immediately a new on-site Registry CIO should be brought in, This “would alleviate the

current understaffing situation and help insure that the Registty operations continue
smoothly and without incident”.

649 HIGH STREET, DEDHAM, MASSACHUSETTS Q2026
TELEPHONE: 781-461-6116 FAX: 7B1-226-4246
EMAIL: reglisterodonnell@norlolkdeads.org

www.norfolkdeeds.org
s
I]iambnnk.uunﬂﬂurfnlkhnada W witter.comiNorfolkDeeds  Youl D) youlube.com/MNorfolkDeaeda

5 _m.. T R B B Bl Pt s Pl el Pl sele m @ MardnlbNaads



If we ate going to rely on reports rely on the IT Specialist Report — The Intrasystoms Repoit on
making yout decision today.

#A yote today to have the Registry CIO resolves the dispute we find ourgelves in. A hired on-site

Registry CIO benefits Notfolk County, it is beneficial to Registry users and stakeholders REBA
wanted to malce sure I put on the record their letter which I understand was sent to you. A hired
on-gite Regisiry CIO benefits the Commonwealth of Massachusetts who get 90% of the 54
million in Deeds Exeise collected in 2021, A hired CIO is beneficial for the delivery of Registry
services. A vote today to hire the Registry CIO benefits the public and those who rely on the
Registry of Deeds to establish titlc to the biggest asset most of us own - -our homes,

*here is a person behind this “blue personnel paper” A qua.li'fiml person who was offered a job.
He has a family to support. The confidence of the Registry IT staff. This candidate is willing to
bring his talents to the job — give him that opportunity.
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PREPARED FOR:
Norfollk County Registry of Deeds

PREPARED BY:

Walter Moran

Principal Infrastructure Engineer
IntraSystems, Inc,

July 2021

IT STAFFING ASSESSMENT
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Project Overview

In July of 2021 IntraSystems Inc. of Braintree Massachusetts was retainied by the Morfollk County
Registry of Deeds to petform an assessment of the current IT Staffing and IT Operations at the
Registry of Deeds and the impact on the proper functloning of the business of the Registry of those
elements.

IntraSystems has been retained in the past to work onvarious projects for both the Notfolk County
Registry of Deeds and for Norfoll County itself therefore, as an organization, IntraSystems has a
farniliatity with the IT infrastructure and IT staff of both organizations.

Since 2008 any IT work accomplished by IntraSystems for the Regisiry or the Caunty, excluding the
Norfoll County Sheriff, had been procured and coordinated by the Chief Information Officer of the
Norfollk County Registry of Deeds, James Limbey. From the period 2002 ta 2008, the previous ClIO
for the Reglstry of Deeds, Chuck Phelan, performed and accomplished this same role. This dual
responsibility for the CIO in the overseeing of both the Registry and the County IT infrastructure
was a cost-effective way to utilize a resource that could provide IT planning, guiclance, and direction
for both organizations. Under this previous structure the County Data Processing Manager fell
under the direction of the ClO and as constructed was able to leverage the advice and guidance
that this relationship providecl.

_ Starting in 2002 the Norfoll County Registry of Deeds undertook a modernization effort for their
day-to-day operations. These modernization afforts focused on the Implementation of a top-of-
the-line platform from Browntech that has helped the Registry to Streamline evety aspect of the
recording pracess. To supplement this, the ability for e-filing, online access to documents, and the
ability fo transfer documents to and from the constituent communities was also implemented. The
foresight of these efforts became extremely evident during the Covld-19 pandemic lackdowns that
were experienced across many organizations. Some organlzations struggled to survive duiing this
period, but the Norfollk County Registry of Deeds was able to maintaln their operations without
risking the health of their employees or the public.

Over the past 13 years the amount of technology involved in Registry operations has increased
dramatically. A modern Registry of Deeds is-a highly technical operation that relles on a variety of
hardware and software components that interact in advanced ways, There is an expectation that
the services of the Registry will always be available when officlally stated, with a further expectation
that the online data is available around the clock. To date the Norfolk County Registry of Deeds
has been successfully meeting both expectations using less common but highly reliable IBM iSeries
server technology and specialized Browntech software. This Innovatlve combination has
consistently provided excellent response time and expanded functionality which has anceeded
those provided by other registries across the state. To achieve this tracl record of operation
stability and_cxcellence- has required-a Registry IT team with specialized skills and experience
consisting of two employees dedicated to that mission.
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Project Contacts

Norfollc County Registry of Deeds

649 High Street
Dedham, MA 02026

Marme i Position Contact # Ernail

registerodonnell@norfolkdeeds.o
Bill O'Donnell Register of Deeds (781) 461-6101 rg

Marguerite Lee [ First Reglster (781) 461-6'143 mlec@norfolldeads.org

Dan Caparrotta | Network Administrator | (781) 461-6142 deaparrotta@norfolkdeeds.org

IntraSystems, Inc,

35 Braintree Hill Office Parl;, Suite 302

Braintree MA 02184
Name I’ Position Contact 4 Email
Gray Saunders | Account Representative 781-986~1700 gsaunders@|ntraSystems.com
Donha Cash, 781-986-1700
PMP Project Manager %243 dcash@IntraSystems.com
Walter Moran E:g;:lipez:llnfrastrunture 81 -986-1700 wmaran@IntraSystems.com
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IT Environment and Staffing

From the experience of IntraSystems, the IT infrastructure at the Norfolk County Registry of Deeds
has been well designed and segmented in such a way as to minimize tsk in the event of a networlc
breach on any single segment. This Includes the shared systems with the County such as the phone
system and building security.

Up until recently, the Registry ClO was also the County of Norfoll CIO and had overseen both
organizations with an eye towards maintaining the security and stabllity of the [T infrastructure.
This administration of the organizations is an important function to help prevent inacvertent
breaches or changes that could he caused by events, such as the introcuction of unauthorized
equipment or the execution of work performed without the coordination with the appropriate
personnel,

The past effectivenass of the supervision and planning on the securlty and stability of the networks
is a good reflection on the guidance and direction that had been provided for both organizations
by the Registry ClIO position.

The datacenter, which is located at 649 High Street, houses equipment from both the County and
Registry In a secure, climate-controlled space, While some infrastructure for both organizations is
housed In the same datacenter, there is a logical separation of the networks utillzing Zyxel firewall
technology and is maintained by the Registry IT staff. The Avaya phone system infrastructure that
i« comman to both the Registry and County offices takes advantage of the proximity of the two
systems to provide redundancy of Incoming calls should there be a disruption to either of the
Primary Rate Interface (PRI) leased lines into the Registry offices or the County offices. Bath
organizations leverage Microsoft Hyper-V Virtualization technology to provide system flexibility
and redundancy. The switching infrastructure is standard and mainly HP ProCurve. Firewalling
technology is Fortinet and Zyxel.

The IT Staffing at the Reglstry consists of two main positions, the Registry ClO and the Registry
Network Administrator. The Registry ClO is the positlon that has primary responsibility for the
proper functioning of the main Registry systems and software, future planning, and is the position
that handles most of the vendor coordination as well as projact planning functions. The Networle
Administrator repotts to the CIO. Both positions are hands-on positiuhs and share In the duties
required to maintain the proper functioning at the Reglstry. As currently constituted the ClO
position has the main responsibility for the IBM)/Browntech main applications and the associated
websites and other functionality. The Network Administrator Is mainly focused on Active Directory,
Security — through firewalling and end-point protections, backups, and the proactive monitoring
of the health of these assets. These positions require an element of cross-training to allow for
vacation schedules to be accommodated.

To maintain the proper functioning of the Registry systems the Registry IT staff is required to
perform daily, weeldy, monthly, and yearly tasks i addition to multiple identified ad hoc tasks. The
performance of these task falls on both the CIO and Networle Administrator.
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Importance of IT Systems and Staffing to Registry Operations

Since the modemization efforts began fn 2002 the Registry has experienced a steacly increase in
the amount of business that is performed electronically and has come to rely on the systems that
have been Implemented to maintain that business. The implementation of these systems has
allowed the Registry to effectively continue operations during the Covid-19 lockdowns.

Prior to the Covid-19 lockdowns the Registry typically processed around 53% of Recorded Land
documents electronically and around 38% of Land Court documents electronically. During the
Covid-19 lockdowns these percentages increased to about 80% for Recorded Land documents and
around 66% for Land Court documents. Today, while many of the Covid-19 restrictions have been
lifted, the Registry is stlll seeing Recorded Land documents running at about 76% electronic and
Land Court documents running. at about 63% electronlc. These percentages are still expected to
climb as the years progress.

The Registry has been well served by the Registry, IT Staff but with the retirement of the current
CIO it is imperative that the Registry fill the void left by this departure.

As with most organizations the Registry of Deeds has hardware and software that Is unique to the
mission and operational objectives of the organization. This would include the IBM server,
operating systemns, and peripherals, the Browntech software, database and associated utilitles
including that which services the in-house Registry operations and that also provides extemal
access via the online research website. Additionally, there are numerous dedicated Windows
servers, firewalls, switches, printers, large scale plotters, scanners, microfilming, equipment,
imprinters, postal equipment, and a large capacity UPS that works in conjunction with a generator
that all contribute to the proper functioning of the Registry. Add to this mix the phone s'ystem and
the building security system both of which are shared with the County but that are maintained by
the Registry IT staff, The Registry also has a DR facility which houses workstations, printers and
scanners which can remotely connect to the IBM server or a setver at Browntech. In addition, there
are multiple cyber security products-and supporting utilities specific to the equipment. The
Metwork Administrator is responsible for the proper operation of a network that provides
connectivity for internal and external clients.

At present the Registry of Deeds is.understaffed. Immediately a new on-site Registry CIO should
be brought in and ramped up by the former ClO to supervise and work with the Registry Networl
Administrator which would alleviate the cutrent Understaffing situation and.help ensure that the
Registry operations cantinue smoothly and without incident.,
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Intrasystems

Noxfollc County Registry of Deeds I'T Stafling Assessment
July 21, 2021

Hivhlighted Assessment Observations

Tntragystems has been retained to worlk on verious projects by both the Norfolk County
Registry of Deeds and Norfolk County itself (page 4) -

Starting in 2002 the Norfolk Cuuﬁ]r Registry of Deeds undertook a modexnization effort
for their day to day operations (page 4)

‘['he foresight of thess (modernization) efforts became extremely evident during the
Covid-19 pandemic lockdown that were experienced across many organizations. Some
organizations struggled to survive duting this petiod but the Norfolk County Registry of
Deeds was able to maintain their operations without risking the health of their employees
or to the public (page 4)

Over tho past 13 yeats the amount of technology involved in Registry operations has
increased dramatically (page 4)

A modemn Registry of Deeds is a highly technioal operation that relies on a vatioty of
hardware and software components that luteract in advanced ways (page 4)

This innovatlyve combination hag congistently provided excellent response time and
expanded functionality which has exceeded those provide by other registries across the
state (page 4)

To achieve fhis track record of operation stability and excellence has required a Rogistry
TT team with specialized skills and experience consisting of iwo employees dedicated to
that mission (pages 4)

6489 HIGH STREET, DEDHAM, MASSACHUSETTS 02026
TELEFPHONE: 781-481-8116 FAM; 781-326-4246
EMAIL: raglaterodonnell@norlolkdesds,org

www.norfolkdeeds.org
=
W ioabonte enmitortotiniasds W wittercomMadalineeds Yl voulube.com/NortolkDeeds



8. The IT staffing at the Registry consists of two main positions, the Registry CIO and the
Registry Network Administrator (page 6)

9. The Registry CIO is the position that has primary responsibility for the propoer
functioning of the main Registry systems and sofiware, futore planning and is the
position that handles most of the vendor coordination as well as planning functions. The
Network Administrator reports to the CIO, (page 6)

IMPORTANCE OF IT SYSTEMS AND STATTING TO REGISTRY OPERATIONS

10.  To muaintain the proper functioning of the Registry systoms the Registry IT stafl is
required to perform daily, weekly, monthly and yearly tasks in addition to multiple
identified adhoc tagks. The performauce of these tagks fall on both the CIO and Network
Administrator, (page 6)

11, 'The Registry has boen well sorved by the Registey IT stafl but with the retirement of the
current CIO it is imperative that the Registy fill the void left by his departure (page 8)

12,  Atpresent the Registry of Deeds is understaffed (page 8)
13.  Immediately a now on-site Registry CIO should be brought in and ramped up by the
formes: CIO {o supetvise eud work with the Repistey Network Administrator which would

alleviate the current understaffing situation and help insure that tl'm Regishry operations
continme smoothly and without incident, (page 7) x
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 dedicated Regisiry Chiof Information Officer (CIO) at

- JREBAQ,

T]lE REAL ESTATE BAR ﬂSSDE‘IM‘IDN
fwrikﬂfrwﬂﬂhmﬂﬂs

Tuly 20, 2021

Honorable Joscph P, Shea, Chairinan
Homorable Peter H, Colling
Honoiable Richard R. Staiti

Norfolle County Commigsioners

614 High Street

Dedham, MA. 02026

Re:  Norfolk County Registry of Deeds Chief Information Officer
Dear Commissioners:

The Real Bstate Bar Association for Massachusetts (REBA) endorses hiring of a

at the Norfolk Rogistr 27 of Deeds. This
appointment is necessary with the retivement of the incumbent on June 30", This on-site
Registry CIO position teporting to the Register is a funded position that has been in existence at
{he Norfoll: Registty of Deeds for over 20 years. The Noxfolk Registry needs a {ull-time CIO.

Technology has been the foundation of the modernization iniliatives that have been
implemented over the years at the Noxfoll: Registry of Deeds. Technology overseen by the
Repistry CIO 1is essential and critical J.{:nr services to the ugers and stakeholders of the Norfolk
Begistry of Deeads.

REBA has been a long-time supporter and partner of the continuing technology
improvements at the Norfolk Registry, which are essential to a modern land records system.
The need for professional egpert oversight, as provided by the CIO, seems essential to us.
Withou! commenting on the importance of other county budpget priorities, please note that the
Registry contributes significant funds — well in excess of its own operating costs, With over
$81 million dollars in Fiseal Year 2021 collected at the Norfolk Registry, these revenues
support other important county functions, as well as stato programs. The Notfollk Registry is
one of the few registries still operated by county government. Real estate professionals and
their clients —homeowners, lendets and other busitiess entities —have come to rely on the
Noxlolk Registry staff’ for their professionalism and service,

Thank you for your consideration of this vety impoztant issue to our oxganization and
its members,

Very truly yours,

AR

Meil D, Golden

Poter Wittenborg

Coc:  TREBA Board of Directors

295 Devonshire Street, Sixth Floor, Boston, A 02110-1266 + Tel; 617-854-7555 + www.iobanct ¢ admin@rebanet
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-@-7 DAY ACTIVE USERS visits Norfolk County

-8-7 DAY ACTIVE USERS visits Norfolk Deeds*®



